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Compliance



Compliance

• ArcGIS Online FedRAMP Authorized 7 years!
- Initial 2018 FedRAMP Tailored Low Rev 4

• 2024 – Moderate
- NIST 800-53 Rev 5 Controls

- Supply chain
- Red team

- Cross-agency Collaborative ConMon
- New Customer Responsibilities
- Expands coverage to PII, CUI and CDI requirements

FedRAMP – ArcGIS Online

Stronger security & privacy assurance means agencies can expand use case scenarios of ArcGIS Online!



Compliance

• EMCS FedRAMP Authorized 2015
• What is the difference?

- EMCS Adv. +
- Single Tenant (Dedicated) ArcGIS Enterprise 

- ArcGIS Online
- Multi-Tenant (SaaS)

FedRAMP – Esri Managed Cloud Services (EMCS) –  Advanced Plus



Compliance

• Privacy regulations
• Health care (HIPAA)

- Eligible services expanding
- BAA Available

• Accessibility (VPAT / WCAG)
• DoD Public Data (IL2) Reciprocity

- Welcome discussing DoD IL4 
demands

Beyond FedRAMP

Check out the ArcGIS Trust Center Compliance page to explore more!
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Shared Responsibility Model
Esri Responsibilities

• Secure Development & Supply Chain

• Product Incident Response

• Certifications / Authorizations

• Customer Guidance



Shared Responsibility Model
Esri Responsibilities

• Secure Development & Supply Chain
- CISA Secure Development Attestation Completed in 2024

- Posted to RSAA – https://SoftwareSecurity.CISA.gov 

• Product Incident Response
- FIRST structured PSIRT program
- CVE Numbering Authority
- Report incidents via Trust Center



Shared Responsibility Model
Esri Responsibilities

• Certifications & Authorizations
- Package available via FedRAMP Marketplace
- MarketPlace.FedRAMP.gov

• Customer Guidance
- ArcGIS Trust Center

- Security & Privacy Advisor Tool
- Mobile 
- Surveys
- Hardening guides



Shared Responsibility Model
Agency Responsibilities

• Configure

• Maintain



Shared Responsibility Model
Agency Responsibilities - Configure

• Configure Organization settings in alignment with Customer Responsibility Matrix (CRM)
- CRM in FedRAMP package and ArcGIS Trust Center Customer Exclusive Documents



Shared Responsibility Model
Agency Responsibilities - Configure

• Example Customer Responsibility Configuration Items

- Utilize Centralized Identity Management for User Accounts
- Manage users and groups with your domain tools
- Typical SAML 2

- Enforce MFA for accounts
- Manage MFA exceptions for services



Shared Responsibility Model
Agency Responsibilities - Maintain

• Participate in monthly ConMon Meetings
- Make your agency’s voice heard

• Check Authorized Services Listing
- Now includes ArcGIS Online & EMCS services
- Use blocker for deprecated capabilities
- Consider your AI and Beta settings

• Use Validation Tools
- Check for application configuration drift
- Security & Privacy Adviser



Tools 



Tools
ArcGIS Security & Privacy Adviser

• Ensure systems configured in alignment with best practices

• Use ArcGIS Security & Privacy Advisor
- Where? ArcGIS Trust Center home page
- What?  Scan ArcGIS Online or Enterprise
- Who?  Requires Admin role
- Cost?  Free
- Setup?  ArcGIS Online - None
- Time?  Less then 1 minute



Tools
Using Security & Privacy Adviser

Address Red (Dangerous) items immediately



Trusted AI



Trusted AI

• Esri started providing machine learning capabilities over a decade ago
- Introduced pre-trained deep learning models – GeoAI

• Esri is introducing Generative-AI capabilities as part new “AI Assistants”
- Generative-AI brings new opportunities to expand geospatial service value
- Customers demand transparency due to corresponding risks if not appropriately designed and managed

• Creating a Trusted AI is a shared responsibility between Esri and our customers
- NEW “Trusted AI” section of ArcGIS Trust Center

Before jumping into new site content, let’s cover some AI basics



Artificial Intelligence

Machine Learning

Deep Learning

Generative AI

LLMs

Trusted AI
AI Basics



Trusted AI

In Beta now
———————
• Business Analyst assistant

• ArcGIS Survey123 assistants

• ArcGIS Translation assistants

• ArcGIS Hub assistant

• ArcGIS Pro assistant

Assistants for…
———————

• Mapping
• Analysis
• App Creation
• Data Management
• Administration
• Search
• Learning
• …

Documentation

Pro

Smart Mapping

Business Analyst

Survey123

Hub

AI Assistants in ArcGIS



Trusted AI
Esri’s Principles



Trusted AI
Esri Commitments

AI Assistants
•  Not enabled by default; users or administrators must opt-in to utilize them

Data Privacy & Security Measures
• User data and prompts not utilized to train AI models 

- Feedback – prompts are stored  

• When third-party AI services are employed by Esri, enterprise-class AI instances are used 

Oversight & Limitation
• Outputs may vary in accuracy; customers are advised to validate results
• Tools such AI Transparency Cards can be leveraged



Trusted AI
NEW Site!

Trust.ArcGIS.com

•Where?
- ArcGIS Trust Center

• When?
- Live Feb 20, 2025

• Why?
- Single-stop for AI questions

• Four areas
- Overview
- Card Structure
- Transparency Cards
- Best Practices



Trusted AI
Overview

• Advancing Trusted AI in ArcGIS
- Comprehensive information on Esri's AI practices
- GeoAI / Assistants
- AI Principles (Secure, Transparent…)
- Customer choice (Opt-in)
- Governance (AI Board)

• Understanding AI Models and AI-backed features
- Model Cards

- Deep-Learning models
- Transparency Cards

- Esri features utilizing Generative AI



Trusted AI
Card Structures

• AI Transparency Card Structure document
- Detailed lookup table for Transparency Cards
- Descriptions for each field and associated options
- Four pages
- Result - Succinct 2-page cards for each AI Assistant

• Deep-learning Model cards
- Based on Hugging-Face / FedRAMP structure
- Focus is on AI Model itself
- Available within Living Atlas DLTK downloads



Trusted AI
Two Types of Cards

Deep Learning Model Cards AI Assistant Transparency Cards



Trusted AI
AI Transparency Cards

• Generative AI backed features results 
in a broader set of concerns NOT 
addressed by AI Model cards

• Resulted in AI Transparency Cards

• Contains information such as
- Data handling and sources 
- Privacy/security safeguards

• Empowers customers to make risk-
based decisions concerning features



Trusted AI
Implementation Best Practices

• Shared Responsibility

• Esri responsibilities
- Transparency & Model Cards
- Communicate what Esri’s done

• Customer responsibilities
- Implementation Best Practices section
- Summarizes customer responsibilities

- Settings
- Monitoring
- Training
- Validation



Trusted AI
Summary

•ArcGIS Trust Center new “Trusted AI” section
-One stop shop for agencies to get Artificial Intelligence answers
- Extensive information now available
- Designed to evolve based on customer feedback/demands
- Links to relevant AI materials across Esri pages



Zero Trust Architecture (ZTA)

Image generated by Microsoft Copilot.



Zero Trust Architecture

• Strong security value, but strong marketing hype still

• Focus on ZTA foundations first
- Zero Trust Maturity Model from CISA
- ZTA implementation target for US agencies was EOY 2024
- ZTA Foundations in Enterprise Hardening Guide applicable for ArcGIS Online

NIST SP 800-207 – Core Zero Trust Components



Zero Trust Architecture
Three Foundational Components Your Agency Should Have in Place By Now

• Phishing resistant MFA 
- Non-Phishing resistant MFA  - Ex: code sent to your phone
- Phishing resistant MFA – Ex: Biometrics, hardware tokens, PKI based MFA, or Windows Hello etc.

• Conditional access 
- Setup Identity Provider (IdP)
- Define conditional access policies
- Configure AGO (SAML Logins)

• Categorization sensitive datasets



Zero Trust Architecture
Guidance - Phishing Resistant MFA

• Passwords are inadequate to secure user accounts
• Standard Multi Factor Authentication (MFA) is much better

- However, when MFA relies on a human entering a code, they can be phished

• Therefore, ensure you are utilizing phishing resistant MFA options:
1. FIDO / Web Authn Authentication (requires authenticators)

- Separate physical tokens (called “roaming” authenticators) connected to a device via USB or 
near-field comms (NFC), or

- Embedded into laptops or mobile devices as “platform” authenticators – e.g. Windows Hello

2. PKI-based MFA
- Less widely available / frequently supported with smart cards



Zero Trust Architecture
Guidance - Conditional Access with Entra ID



Zero Trust Architecture
Guidance - Categorize Sensitive Datasets

• To ensure your organization is on track for effective ZTA protections, you need to ensure your 
data are categorized NOW based on sensitivity level

- Ensure your organization utilizes categories to identify data sensitivity level in a consistent manner

    Setup Custom Category            

Note: Use ArcGIS Categories or Tags to identify sensitivity levels based on agency preference

Select Category for Your Items



Summary



Summary

• FedRAMP Moderate
- Opens new use case opportunities for agencies

• Esri compliance and certification commitments
- Continue to expand including coverage of authorized services

• Security & privacy are shared responsibilities between Esri and agencies
- Ensure alignment with Customer Responsibility Matrix

• Regularly check for best practice alignment
- ArcGIS Security & Privacy Adviser tool

• Prepare for generative AI capabilities
- Enforce generative AI standards and ensure alignment via Esri’s transparency cards

• Zero Trust Architecture is a journey
- Ensure foundations now in place



Q & A 

https://trust.arcgis.com/en/trusted-ai




