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Please share your feedback in the app

Select “My Event” in the 

event app main menu
Select “My Surveys” Select the desired survey Complete the survey



Agenda

Guidance: ArcGIS Hardening Guide, ArcGIS Security and Privacy Adviser

Demos: Automation & Authentication ​, Creating Certificates with Let’s Encrypt/Certbot

Compliance: ArcGIS Online = FedRAMP Moderate Authorized​, Beyond FedRAMP

Summary

Open Q&A Discussion



Guidance
Hardening Guide, Security Adviser

trust.arcgis.com

https://trust.arcgis.com/


trust.arcgis.com

https://trust.arcgis.com/


ArcGIS Security and Privacy Adviser
Ensure systems are configured in alignment with best practices

• Where? ArcGIS Trust Center home page

• What? Scan ArcGIS Online or Enterprise

• Who? Requires Admin role

• Cost? Free

• Setup? None

• Time? Less than 1 minute

trust.arcgis.com

https://trust.arcgis.com/


Using ArcGIS Security and Privacy Adviser

Address Red (Dangerous) items immediately



Automation & Authentication, Certificates with Let’s Encrypt

Demos



API Keys / App Auth

Automation & 

Authentication



Machine Authentication
API Keys

Process

API Key (access token)

Expires up to 1 year

Tutorial: API key | Documentation | Esri Developer

Content

https://developers.arcgis.com/documentation/security-and-authentication/api-key-authentication/tutorials/create-an-api-key/


Machine Authentication
API Keys

User Application

API Key (access token)

Expires up to 1 year

Tutorial: API key | Documentation | Esri Developer

Content

https://developers.arcgis.com/documentation/security-and-authentication/api-key-authentication/tutorials/create-an-api-key/


Machine Authentication
App Auth

ArcGIS Online

Process

Access Token

Expires ~Minutes

Tutorial: App Auth | Documentation | Esri Developer

Content

https://developers.arcgis.com/documentation/security-and-authentication/app-authentication/tutorials/create-oauth-credentials-app-auth/location-platform/




Certificates with Let’s 

Encrypt/Certbot



Certificates Background
How do certificates work?

• Two main purposes of certificates

- Encryption (private key certificates)

- Trust (public key certificates or certificate chains)



Certificates Background
How do certificates work?
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Certificates Background
These certificates are used to build a chain of trust back to the certifying authority

Root 

Certificate

Intermediate

 Certificate 

(optional)

Leaf Entity

 Certificate

Certifying

Authority

(CA)

What’s at stake if a connection isn’t trusted?

• Can’t guarantee that targeted server/website is legitimate 



Certificates Background
This certificate is used to encrypt traffic sent to the server(s) listed on it

Root 

Certificate

Intermediate

 Certificate 

(optional)

Leaf Entity

 Certificate

Certifying

Authority

(CA)

Private 

Encryption

 Key

What’s at stake if a connection isn’t encrypted?

• Traffic may be sent to server/website unencrypted and intercepted

• Traffic may fail to be sent if HTTPS is enforced



Certificates Background
An analogy…

Root 

Certificate

Leaf Entity

 Certificate

Amazon

Certifying

Authority

(CA)

Private 

Encryption

Key

What’s at stake if a reviewer’s purchase hasn’t been 

verified?

• Product influence and reputation (positive or negative)



Let’s Encrypt/Certbot

• Public CA (free)

• Requirements:

- Access to a DNS service

- Ability to add temporary records to the DNS service

- Certbot installed locally



Let’s Encrypt/Certbot
Install Certbot

• Download installer from https://certbot.eff.org/ and run installer

https://certbot.eff.org/


Let’s Encrypt/Certbot
Use Certbot to generate certificate

• Using Command Prompt (Windows) or the terminal (Linux/MacOS), navigate to the install 

directory for Certbot and enter this command:

certbot certonly –manual –preferred-challenges=dns –email <youremailaddress> --server 
https://acme-v02.api.letsencrypt.org/directory --agree-tos -d <*.yourdomain>

https://acme-v02.api.letsencrypt.org/directory
https://acme-v02.api.letsencrypt.org/directory
https://acme-v02.api.letsencrypt.org/directory


Let’s Encrypt/Certbot
Create temporary DNS TXT record



Let’s Encrypt/Certbot
Confirm temporary DNS TXT record is publicly available for Certbot



Let’s Encrypt/Certbot
Continue with certificate creation process



Let’s Encrypt/Certbot
Optional – use OpenSSL to create .pfx file from generated certificates



Let’s Encrypt/Certbot
Optional – use Keystore Explorer to export .cer/.crt chains



Let’s Encrypt/Certbot
Optional – use Keystore Explorer to export .cer/.crt chains



Compliance



Compliance
FedRAMP – ArcGIS Online

•ArcGIS Online FedRAMP Authorized 8 years!

• Initial 2018 FedRAMP Tailored Low Rev 4

•2024 – Moderate

• NIST 800-53 Rev 5 Controls

• Supply chain

• Red team

• Cross-agency Collaborative ConMon

• New Customer Responsibilities

• Expands coverage to PII, CUI and CDI requirements

Stronger security & privacy assurance means agencies can expand use case scenarios of ArcGIS Online!

trust.arcgis.com

https://trust.arcgis.com/


Compliance
Beyond FedRAMP

• Privacy regulations

• Health care (HIPAA)

• Eligible services expanding

• BAA Available

• Accessibility (VPAT / WCAG)

• DoD Public Data (IL2) Reciprocity

• Welcome discussing DoD IL4 demands

trust.arcgis.com

Check out the ArcGIS Trust Center Compliance page to explore more!

https://trust.arcgis.com/


Summary

Compliance: ArcGIS Online = FedRAMP Moderate Authorized

Guidance: ArcGIS Enterprise Hardening Guide, ArcGIS Security and Privacy Adviser, Zero 
Trust Architecture

Demos: Automation & Authentication ​, Creating Certificates with Let’s Encrypt



Please share your feedback in the app

Select “My Event” in the 

event app main menu
Select “My Surveys” Select the desired survey Complete the survey



x.com/EsriDevs

x.com/EsriDevEvents

youtube.com/@EsriDevs

links.esri.com/DevVideos

github.com/Esri

github.com/EsriDevEvents

links.esri.com/EsriDevCommunity

Connect with us on social
Join the conversation using #EsriDevTech2026

https://x.com/EsriDevs
https://x.com/esridevevents
https://www.youtube.com/@EsriDevs
https://www.youtube.com/@EsriDevs
https://www.youtube.com/@EsriDevs
https://mediaspace.esri.com/category/ArcGIS+Developers/244548402?rsource=https%3A%2F%2Flinks.esri.com%2FDevVideos
https://github.com/Esri
https://github.com/EsriDevEvents
https://github.com/EsriDevEvents
https://community.esri.com/t5/developers/ct-p/developers?rsource=https%3A%2F%2Flinks.esri.com%2FEsriDevCommunity


Questions
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