Building Security into Your ArcGIS

System

Gregory Ponto
Pete Buwembo
Adrien Hafner

ESRI DEVELOPER &
TECHNOLOGY SUMMIT

Map map = new Map(BasemapStyle.ArcGISNavigation);

72000);

mapView.Map = map;

1|

e g
S
%

Copi/right © 2026 Esri.
All rights reserved.




Please share your feedback in the app

Select “My Event” in the

: Select “My Surveys” Select the desired survey Complete the survey
event app main menu

3:30 o T EE 3:30 R 75

Pending Completed

Y AGP-2236: ArcGIS Pro Tasks: Tips
ArcGIS Pro Tasks: Tips and Tricks and Tricks

July 15,2025 | 10:00 AM | Expo Demo Theater
p e

Christine Leslie | Jason Camerano

The session was well organized and clear *
.

Below Average

I would recommend this session to a co-worker
or friend. *

O Yes
O No

Please provide any additional feedback.




Agenda

Guidance: ArcGIS Hardening Guide, ArcGIS Security and Privacy Adviser

Demos: Automation & Authentication, Creating Certificates with Let's Encrypt/Certbot
Compliance: ArcGIS Online = FedRAMP Moderate Authorized, Beyond FedRAMP
Summary

Open Q&A Discussion



Guidance

Hardening Guide, Security Adviser
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https://trust.arcgis.com/
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This document contains two security profile levels:

AN ESRI
TECHNICAL PAPER
W 20 Basic: Controls flagged as Basic are the recommended minimum security measures for production
environments. The Basic profile is appropriate for over 25 percent of our customer base security needs.
This profile aligns with industry security standards from the National Institute of Standards and
Technology (NIST) as well as the International Organization for Standardization (IS0), which are
ArcGIS Ente rp rise applicable to a broad range of regulatory compliance frameworks commonly required by customer
Hardening Guide security policies.
I Controls flagged as Advanced are appropriate for deployments where ArcGIS Enterprise is
ettt categorized as critical software. Most customers should find the Basic profile appropriate for their
'”t:ji“::;”_:: o o operations; however, if your organization uses ArcGl5 Enterprise for mission-critical operations or must
ATEGIS EALETPrISe SECUIY PIOMIES o prioritize stringent security compliance requirements over usability then the Advanced profile should be
B o . considered. The Advanced profile in this document supersedes the guidance found in the ArcGIS Server

Security Technical Implementation Guide (5TIG) as well as the generic DISA Application Security and
----------------------------- : Development STIG when using ArcG15 Enterprise. The Advanced profile addresses the security measures
_____________________________ appropriate for software defined as critical by NIST, as well as appropriate 5TIGs, to meet the most
rigorous customer security requirements around the world in a more standard, secure, and reliable
manner. As stated under DISA rule APSC-DV-002270, “._products not covered by a STIG, should
_____________________________ follow...vendors lock down guides and recommendations”, which for ArcGIS Enterprise is this guide.

Security Profile Checklists ...

Application Security

Strengthen Application Security Capabilities..._....._....._ ..
Disable Infrequently Utilized Services/Capabilities
Disable Setup Accounts._

Identity and Access Management.

User and Application Identiti

Centralized Identity Managemen

User Groups and Attributes

Privilege Management .......

Supporting Infrastructure ...

Security Baselines

Boundary Protections ...

Privileged Access Network-Based Administration

Data Protection ..

Data Management and Backups
Protect Data at Rest

Protect Data in Transit

trust.arcgis.com

Limiting Data Access ...



https://trust.arcgis.com/

ArcGIS Security and Privacy Adviser

Ensure systems are configured in alignment with best practices

-Where? ArcGIS Trust Center home page
- What? Scan ArcGIS Online or Enterprise

-Who? ReCIUireS Admin role ArcGIS—-Secure and Trustworthy

ArcGIS Trust Center Overview Security Privacy Trusted Al Compliance Documen Launch Security Adviser

Trust.ArcGIS.com is your go to resource for security, privacy, and compliance information

- Cost? Free Fr R
- Setup? None

- Time? Less than 1 minute

Announcements
~\ Authorization
ArcGIS
] Security R
Advisory
July 24, 2024
Ok Akt et () Portal for ArcGIS ArcGIS Online UC 2024 ArcGIS Change is inevitable:
! '!_ 1 "‘ Security 2024 Update 2 FedRAMP Moderate Security & Privacy Ensure continuous
b - v el gk Released Authorized! Cheat Sheet
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https://trust.arcgis.com/

Using ArcGIS Security and Privacy Adviser

Launch Security Adviser
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ArcGIS Security and Privacy Adviser

Best Practice Validation and Discovery Tool

Analysis Type:

Standard

‘ A Some issues should be reviewed

Address
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Access and Permissions
Sharing and Searching
Password Policy

Logins

Allowed Origins

Allowed Portal Access
Multi-Factor Authentication
Trusted Servers

User Analytics

Export CSV {} Export JSON

(Dangerous) items immediately



Demos

Automation & Authentication, Certificates with Let's Enci /
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Create developer credentials

Select credential type

reloper credentials are used to get an acc

0 secure items and se

API key credentials

Automation &
Authentication

APl Keys / App Auth

users to sign in or for |;:H_'|'5-:||'|.J| SCrIE

Learn more

Billing Usage billed to your ArcGIS subs

Access token privileges

Defined as a property of the credentials item

Access token storage Embedded in application

For AP| key authentication
Use for public applications that do not require your

Access token duration Up to and can be

in user's account credentials item




Machine Authentication
API Keys

API Key (access token)
Expires up to 1 year Content

& - ©

Process

Tutorial: APl key | Documentation | Esri Developer



https://developers.arcgis.com/documentation/security-and-authentication/api-key-authentication/tutorials/create-an-api-key/

Machine Authentication
API Keys

] e

access token)

up to 1 year
User Application p y Content

Tutorial: APl key | Documentation | Esri Developer



https://developers.arcgis.com/documentation/security-and-authentication/api-key-authentication/tutorials/create-an-api-key/

Machine Authentication
App Auth

N
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Process Expires ~Minutes Content

Tutorial: App Auth | Documentation | Esri Developer



https://developers.arcgis.com/documentation/security-and-authentication/app-authentication/tutorials/create-oauth-credentials-app-auth/location-platform/
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1mpart a5
import requests

(WU ]

4  TOKEN URL = “https://www.arcgis.com/sharing/rest/oauth2/token™ # ArcGIS Online /
6 client id = os.environ.get("CLIENT ID"}

7 client_secret = os.environ.get("CLIENT_SECRET™)

8

9 dareren

a "client_id": client_id,

1 “client_secret™: client_ secret,

2 “grant_type [ client_credentlals , # per client credentials flow [1](https:
3 "f£*: "json"

4

6 resp = requests.post(TOKEN URL, data=data, timeout=38)

7 resp.raise_for_status()

8

g token_payload = resp.json()

a8

1 # ArcGIS returns "access_token™ and “"expires_in™ in the response (successful case
2 access_token = token_payload.get("access_token")

3 expires_in = token_payload.get(“expires_in")

4

5 if not access token:

raise RuntimeError{f"Token request failed: {token_payload}")

(=]

print{“access token:", access token}

L= el |

OBLEMS QUTPUT TERMIMAL PORTS

updateResults': [{'objectId":
updateResults': [{'objectId":
updateResults': [{'objectId":
updateResults': [{'objectId":
updateResults': [{'objectId":

» uniqueId’:
, uniqueId’:
, uniqueId’:
, uniqueId’:
» uniqueId’:

, globalId’: MNone, ‘success': True}]}
, 'globalId’: None, 'success': True}]}
, 'globalId’: None, 'success': True}]}
, 'globalId’: None, "success': True}]}
, globalId’: MNone, ‘success': True}]}
updateResults': [{'objectId’': 8, "uniqueId’: 8, "globalld': Mone, ‘success': Truel}]}
updateResults': [{'objectId': 9, 'uniqueId': 9, "globalld': Mone, 'success': Truel}]}
updateResults': [{'objectId': 18, ‘uniqueld': 18, 'globalld': None, 'success': True}]}
updateResults’: [{'objectId’: 11, “uniqueld’: 11, ‘globalld’: MNone, 'success': True}]}
updateResults': [{'objectId’: 12, “unigueld': 12, 'globalld’: None, 'success': True}]}
updateResults': [{'objectId': 13, ‘uniqueId': 13, 'globalld': None, 'success': True}]}
updateResults': [{'objectId': 14, ‘uniqueId': 14, 'globalld': None, 'success': True}]}
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Certificates with Let's
Encrypt/Certbot




Certificates Background

How do certificates work?

- Two main purposes of certificates
- Encryption (private key certificates)

- stardotesndotcom.pfx

5 rootinstitute.comlIP.cer

- Trust (public key certificates or certificate chains)



Certificates Background

How do certificates work?

Intermediate

Certifying Root e Leaf Entity -

: i Certificate o Private
Authority Certificate : Certificate £, .\ 1tion
(CA) o, (optional) '}'(yepy

— T =-=X @
Issues the Issues the Issues the
Root Intermediate Leaf Entity

Certificate Certificate Certificate



Certificates Background

These certificates are used to build a chain of trust back to the certifying authority

Intermediate
Certifying Root Certificate Leaf Entity
Authority Certificate (optional) Certificate

(CA)

v

What's at stake if a connection isn’t trusted?
« Can'’t guarantee that targeted server/website is legitimate

e

(E——

< ll
<l
il

7,

Security

aMmazon.com

Connection is secure
Your information (for example, passwords or
credit card numbers) is private when it is sent

to this site. Learn more

Certificate is valid [4




Certificates Background

This certificate is used to encrypt traffic sent to the server(s) listed on it

. Intermediate AL
ie:tllfyr'_rt'g Root Certificate Leaf Entity Encryption
S Certificate (optional) Certificate Key

X e ¢ =

What's at stake if a connection isn’'t encrypted?
« Traffic may be sent to server/website unencrypted and intercepted
« Traffic may fail to be sent if HTTPS is enforced

Import Existing Server Certificate




Certificates Background

An analogy...

e - . Private
Certifying Root =t Encryption
Authority Certificate Certificate Key

(CA)
Top reviews from the United States Enter mobile number or email Password Forgot password?
user123
Amazon o ez

Continue

Jr e v Excellent clarity and a perfect secondary monitor

Reviewed in the United States on January 16, 2026

Verified Purchase

What's at stake if a reviewer’s purchase hasn’t been
verified?
* Product influence and reputation (positive or negative)



Let’'s Encrypt/Certbot

- Public CA (free)

- Requirements:
- Access to a DNS service
- Ability to add temporary records to the DNS service
- Certbot installed locally



Let’'s Encrypt/Certbot

Install Certbot

- Download installer from https://certbot.eff.org/ and run installer

a project of the Electronic Frontier Foundation

Cﬂ?ti:lertbot

certbot instructions about certbot contribute to certbot hosting providers with https get help donate

get your site on ﬂ https:/
- X°) $ install certbotll

Find out if your hosting provider has HTTPS Or, run Certbot once to automatically
built in — no Certhot needed get free HTTPS certificates forever

&
v

See the list of providers Get Certbot instructions

My HTTP website is running on

Help, I'm not sure!



https://certbot.eff.org/

Let’'s Encrypt/Certbot

Use Certbot to generate certificate

- Using Command Prompt (Windows) or the terminal (Linux/MacOS), navigate to the install
directory for Certbot and enter this command:

certbot certonly -manual -preferred-challenges=dns -email <youremailaddress> --server
https://acme-v02.api.letsencrypt.org/directory --agree-tos -d <*.yourdomain>

E:\Prugram Filez“Certhot*“hin*certhot certonly ——manual —preferred-challengesz=dnz ——email ahafnerPezri.com ——server http

tSacme—wB2 L api. letsencrypt .orgsdirectory —agree—tos —d ¥.aes—ps.com
aving debugy log to C:sCerthotslog-letzencrupt.log
ﬁequesting a certificate for *.aes—ps.com

lease deploy a DNS TAT record under the name:
i acme—challenge.aes—ps.com.
Fith the following value:
iYfNxrFIDEN?wBHSgRbf e i01TSAG6w ?rkuwHK_Bi_ N7k

efore continuing, verify the THET record has heen deployed. Depending on the DHNS
rovider,. thisz may take szome time, from a few seconds to multiple minutes. You can
heck if it has finished deploying with aid of online tools. such as the Google

dmin Toolbox: https:/stoolbox.googleapps.comsapps dig-HTHT._acme—challenge .aes—ps.com.
ook for one or more holded linet¢s? helow the line *:;ANSWER'. It zhould show the

aluels? vou've just added.

Preas Enter to Continue

l



https://acme-v02.api.letsencrypt.org/directory
https://acme-v02.api.letsencrypt.org/directory
https://acme-v02.api.letsencrypt.org/directory

Let’'s Encrypt/Certbot

Create temporary DNS TXT record

Edit record

Record name | Info
53 aes-ps.com it _—
| _acme-challenge AeS-05.COMm

p blank to create a record for the root domain.

» Hosted zone details
Record type | Info

| TAT - Used to verify email senders and fora... W
Records (21) Accelerated recovery DNSSEC signing Hosted zone tags

P alias

’ Value Info
Records (1/217) info
"I FNxr FIDKN 7wBHSgXbFeiOITS0GEYT rkwHE_Bi_

Automatic mode is the current search behavior optimiz or best filter results. To change m M7k"
e

| a

2 Record name

tinue the

TTL (seconds) Info

2EE=D5.COMmM

305-p5.COM
Routing policy | Info

_acme-challenge.aes-ps.com — -
Simple routing

Cancel



Let’'s Encrypt/Certbot

Confirm temporary DNS TXT record is publicly available for Certbot

»Program FilessCerthotshin*certhot certonly —manual —preferred-challenges=dns —email ahafner@esri.com ——server http
sAacme—vwB2 _api.letsencrypt .org/directory —agree—tos —d *_aes—ps.com

aving debuy log to C:-xCerthot>logsletsencruypt.log

equesting a certificate for *_aes—ps.com

lease deploy a DNS THET record under the name:
acme—challenge.aes—ps.com.

ith the following value:
iYfNxrFIDKN7wBHS g hf e i01T50G6 v 7rkuHK_Bi_ N7k

Before continuing, verify the TAT record has heen deploved. Depending on the DNS

provider,. this may take some time, from a few seconds to multiple minutes. You can

icheck if it has finished deploying with aid of online tools. szuch asz the Google

Admin Toolbox: https:sstoolbox.googleapps.comsapps dig-HIHT~-_acme—-challenge.aes—ps.com.
Look for one or more holded lineds> helow the line ‘;;ANSWER'. It zhould show the
aluets? you've just added.

C:sUWindowssSustend2nslookup —g=TET _acme-—challenge.aes—ps.com
Server: RT-BE?2U-7278
Address: 192_168.568.1

Mon—authoritative answer:
_acme—challenge .aes—ps.con text =

"i¥YFfNxrFIDENMWBHS gXbf e 101 T58G60?rkuwHE_Bi_N7k"

C:sWindows~Systemd2 >



Let’'s Encrypt/Certbot

Continue with certificate creation process

iYFNxrFI DKMPuBHG g bfei01T50G6urkuHE_Bi_N7k

Before continuing,. verify the TAT record has heen deploved. Depending on the DHS
provider, thiz may take some time,. from a few szeconds to multiple minutes. You can
check if it has finished deploying with aid of online tools. such as the Google

Admin Toolhox: httpz:-stoolbox.googleapps.comnsapps digs-HIXT/_acme—challenge.aes—ps.com.
Look for one or more bolded line¢s> helow the line *:ANSWER’. It should show the
value<s? you've just added.

Prezs Enter to Continue

successfully received certificate.

sertificate is saved at: C:sCerthotslivesaes—ps.com—BAA1L~fullchain.pemn
Hey iz saved at: C:=~Certhot~live“aes—ps.com—HBEA1“privkey. pem
[hiz certificate expiresz on Z2826—85-13.

[hese files will be updated when the certificate renews.

MEXT STEPS:

— Thiz certificate will not he renewed automatically. Autorenewal of —manual certificates regquires the wuse of an authen
tication hook script {——manuwal—-auth-hook? but one was not provided. To renew this certificate, repeat this same certhot
command before the certificate’'s expiry date.

If you like Certbot. please consider supporting our work by: b isPC » 05(C) > Certbot > > aes-ps.com-0001
# Donating to ISRG ~ Let's Encrypt: httpz:t-ssletzencrypt .orgsdonate

#* Donating to EFF: https:--seff org-/donate—1le .
———————————————————————————————————————— Tl sort

E:sProgram FilessCerthotsbhinl Mame

!:j cert.pem

!:j chain.pem

!:j fullchain.pem
!:] privkey.pem
[ README

Type

symlink
symlink
symlink
symlink

File




Let’'s Encrypt/Certbot

Optional — use OpenSSL to create .pfx file from generated certificates

Q| 2. WSL-Ubuntu

$ cd /mnt/c/Certbot/live/aes-ps.com-0001/
1$ openssl pkcsl12 -export -out newcert.pfx -1inke

Enter Export Password:
Verifying - Enter Export Password:

This PC

Mame

L_j cert.pem

I_j chain.pem

fullchain.pem
7 newcert.pfx
L_j privkey.pem
|| README

05 (C)

$ B

Certbot

N Sort

aes-ps.com-0001

Wiew
Date modified Type
symlink
symlink
symlink
PFX File
symlink

File

y privkey.pem -1in

fullchain.pem



Let’'s Encrypt/Certbot
Optional — use Keystore Explorer to export .cer/.crt chains

). File Edit View Tools Examine Help newcert.pfx - KeyStore Explorer 5.5,

KeyStore Explorer | T ELAR=—© AEQ e
Quick Start - _ _

newcert.pfx #

T & E Entry Mame Algorithm  Key Size  Certificate Expiry

L = m EC 236 5/13/2026, %:06:02 A

—, View Details >

Create a Open an Open the

new KeyStore existing KeyStore | Default KeyStore e Cut Ctrl-X
Y Copy Ctrl-C

|| Generate CSR ' Export Certificate Chain

Look In: aes-ps.com-0001 i= £ Verify Certificate [ Export Private Key
= Import CA Reply 3 f Export Public Key

|_| cert.pem =5 Edit Certificate Chain >
|_| chain.pem = Sign

[ | fullchain pe
. newcert.pfx
| | privkey.pem
|| README

Export Length: Head Only I # Entire Chain

Export Format: (@) X.509 PKCS #7 PEl Path SPC

PEM:

File Mame: newcert.pfx ) -
Export File: | ChCertbot\livelaes-ps.com-0001%1.cer Browse

Files of Type: | All Files




Let’'s Encrypt/Certbot

Optional — use Keystore Explorer to export .cer/.crt chains

This PC > S(C) » Certbot » Ilwe * aes-ps.com-0007

& = 1] Tl sort View
Mame h Date modified
m cert.pem symlink
m chain.pem 271220 symlink
m fullchain.pem 04 AN symlink
- newcert.pfx [ AN PEX File

m privkey.pem 2/ symlink

['] README File

ol 1.cer 12/, Security Certificate
Certificate status:

lis certificate is OK.
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Package ID
FR1811073663A Authorizations @ Reuse @
==

Authorization Status @

In Process: In Process: Authorized
Review Finalization

Authorization Details @ System Profile @

FedRAMP Ready: No FRR Date Service Model: SaaS
Authorizing Entity Review: 04/04/2023 Deployment Model: Public Cloud
PMO Review: 05/08/2023 Impact Level: Moderate
FedRAMP Authorized: 07/22/2024




Compliance
FedRAMP — ArcGIS Online

-ArcGIS Online FedRAMP Authorized 8 years!
- Initial 2018 FedRAMP Tailored Low Rev 4

- 2024 — Moderate

- NIST 800-53 Rev 5 Controls
- Supply chain
- Red team
- Cross-agency Collaborative ConMon
- New Customer Responsibilities
- Expands coverage to PIl, CUl and CDI requirements

Stronger security & privacy assurance means agencies can expand use case scenarios of ArcGIS Online!
trust.arcgis.com



https://trust.arcgis.com/

COm pl iance ArcGIS Trust Center
Beyond FedRAMP

Overview Security Privacy Trusted Al Compliance Documents

Search ArcGIS Trust Center

- Privacy regulations
-Health care (HIPAA) Compliance

Compliance
o Ellglble Serv'ces eXpa nd | ng Global The following compliance initiatives are specific to products and services offered by Esri.
® BAA Ava| Iable Vs Government Global Regional Industry US Government
N Industry & 150 20243 GDPR & HIPAA & FedRAMP
. Accessibility (VPAT / WCAG)
& CSASTAR DPF & HECVAT Lite & FIPS 140-2
- DoD Public Data (IL2) Reciprocity <l e
SOC 2 & EAR
- Welcome discussing DoD IL4 demands ahe s wiiEln

& sTIG

& Implemented In-Progress

Check out the ArcGIS Trust Center Compliance page to explore more!

trust.arcgis.com



https://trust.arcgis.com/

Summary

Compliance: ArcGIS Online = FedRAMP Moderate Authorized

Guidance: ArcGIS Enterprise Hardening Guide, ArcGIS Security and Privacy Adviser, Zero
Trust Architecture

Demos: Automation & Authentication, Creating Certificates with Let’'s Encrypt




Please share your feedback in the app

Select “My Event” in the

: Select “My Surveys” Select the desired survey Complete the survey
event app main menu

3:30 o T EE 3:30 R 75

Pending Completed

Y AGP-2236: ArcGIS Pro Tasks: Tips
ArcGIS Pro Tasks: Tips and Tricks and Tricks

July 15,2025 | 10:00 AM | Expo Demo Theater
p e

Christine Leslie | Jason Camerano

The session was well organized and clear *
.

Below Average

I would recommend this session to a co-worker
or friend. *

O Yes
O No

Please provide any additional feedback.




Connect with us on social

Join the conversation using #EsriDevTech2026

X X.com/EsriDevs

X Xx.com/EsriDevEvents

youtube.com/@EsriDevs

links.esri.com/DevVideos

github.com/Esri

qithub.com/EsriDevEvents

@ QDD o

links.esri.com/EsriDevCommunity



https://x.com/EsriDevs
https://x.com/esridevevents
https://www.youtube.com/@EsriDevs
https://www.youtube.com/@EsriDevs
https://www.youtube.com/@EsriDevs
https://mediaspace.esri.com/category/ArcGIS+Developers/244548402?rsource=https%3A%2F%2Flinks.esri.com%2FDevVideos
https://github.com/Esri
https://github.com/EsriDevEvents
https://github.com/EsriDevEvents
https://community.esri.com/t5/developers/ct-p/developers?rsource=https%3A%2F%2Flinks.esri.com%2FEsriDevCommunity

Questions




® THE
® SCIENCE
esrl
WHERE®

basemapStyle: .arcGISNavigation
!

struct ContentView: View {

@State private var map = {
let map = Map(

map.initialViewpoint = Viewpoint(
latitude: 40,72,
longitude: -73.995
scale: 72 000
)

return map

10

var body some Views
MapVieWimap: map)

i Copyright © 2026 Es
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